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Laws 
Federal 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

Children's Online Privacy Protec�on Rule ("COPPA") 

Family Educa�onal Rights Act (FERPA) and Protec�on of Pupil Rights Amendment 

FTC Privacy and Security Enforcement 

H.R.8152 – American Data Privacy and Protec�on Act 

Biometrics 
Illinois 
(740 ILCS 14/) Biometric Informa�on Privacy Act. 

See defini�on of biometric iden�fier. 

New York 
Biometric Privacy Act Ar�cle 32-A 676-676d Gen Bus L 

Texas  
Business and Commerce Code Title 11. Personal Iden�ty Informa�on, Sub�tle A. Iden�fying Informa�on, 
Chatper 503. Biometric Iden�fiers 

States 
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https://www.cdc.gov/phlp/publications/topic/hipaa.html
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://studentprivacy.ed.gov/?src=fpco
https://www.ftc.gov/news-events/topics/protecting-consumer-privacy-security/privacy-security-enforcement
https://www.congress.gov/117/bills/hr8152/BILLS-117hr8152rh.pdf
https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004&ChapterID=57
https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=A00027&term=2021&Summary=Y&Text=Y
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.503.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.503.htm
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California 
California Consumer Privacy Act (CCPA) 

California Privacy Rights Act (CPRA)  

Gene�c Informa�on Privacy Act and Age-Appropriate Design Code Act 

Colorado 
SB21-190 Protect Personal Data Privacy 

Connec�cut 
SB-6 An Act Concerning Personal Data Privacy and Online Monitoring 

Delaware 
HB 154 An Act To Amend Title 6 Of The Delaware Code Rela�ng To Personal Data Privacy And Consumer 
Protec�on 

Indiana 
SB 5 Consumer Data Protec�on 

Iowa 
SF 262 rela�ng to consumer data protec�on, providing civil penal�es, and including effec�ve date 
provisions 

Montana 
SB 384 Consumer Privacy Act 

Oregon 
SB 619 Oregon Consumer Privacy Act 

Tennessee 
HB 1181 Tennessee Informa�on Protec�on Act 

Texas 
HB 4 Texas Data Privacy and Security Act 

Utah  
SB 227 Utah Consumer Privacy Act 

Virginia  
SB 1392 Virgina Consumer Privacy Act 

Massachusets (Cannabis) 
935 CMR: Cannabis Control Commission 
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https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://cppa.ca.gov/regulations/
https://leginfo.legislature.ca.gov/faces/billPdf.xhtml?bill_id=202120220SB41&version=20210SB4193CHP
https://leginfo.legislature.ca.gov/faces/billPdf.xhtml?bill_id=202120220AB2273&version=20210AB227393CHP
https://leg.colorado.gov/bills/sb21-190
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://legiscan.com/DE/text/HB154/id/2807502
https://legiscan.com/DE/text/HB154/id/2807502
https://iga.in.gov/legislative/2023/bills/senate/5/details
https://www.legis.iowa.gov/docs/publications/LGE/90/SF262.pdf
https://www.legis.iowa.gov/docs/publications/LGE/90/SF262.pdf
http://leg.mt.gov/bills/2023/billpdf/SB0384.pdf
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/Enrolled
http://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://capitol.texas.gov/BillLookup/Text.aspx?LegSess=88R&Bill=HB4
https://le.utah.gov/%7E2022/bills/static/SB0227.html
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://www.mass.gov/doc/935-cmr-500-adult-use-of-marijuana/download
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EU 
EU 2016/679 General Data Protec�on Regula�on (GDPR) 

EU 2021/106 Ar�ficial Intelligence Act 

Council of Europe Conven�on 108+  

Canada 
The Personal Informa�on Protec�on and Electronic Documents Act (PIPEDA) 

Bill 64 An Act to modernize legisla�ve provisions as regards the protec�on of personal informa�on 

Brazil 
Brazil Data Protec�on Law (LGPD) 

India 
The Digital Personal Data Protec�on Act of India 2022 
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https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://www.coe.int/en/web/data-protection/convention108-and-protocol
https://laws-lois.justice.gc.ca/PDF/P-8.6.pdf
https://www.assnat.qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html?appelant=MC
https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/guia_senacon_ingles.pdf
https://www.meity.gov.in/writereaddata/files/The%20Digital%20Personal%20Data%20Protection%20Bill%2C%202022.pdf
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Frameworks 
US 
Federal Trade Commission FTC 
Privacy Online: Fair Informa�on Prac�ces in the Electronic Marketplace: A Federal Trade Commission 
Report to Congress 

Na�onal Ins�tute of Standards and Technology (NIST) 
Cybersecurity Framework (Version 2.0 open for comment) 

 

 

Privacy Framework  

 

Risk Management Framework for Informa�on Systems and Organiza�ons: A System Life Cycle Approach 
for Security and Privacy Special Publica�on (SP)800-37 Rev. 2 

Security and Privacy Controls for Informa�on Systems and Organiza�onspecial Special Publica�on (SP) 
800-53 Rev. 5  

Mappings to other frameworks and standards (Excel file) 

Digital Iden�ty Guidelines SP 800-63-3 

Personal Iden�ty Verifica�on Federal Informa�on Processing Standard (FIPS) 201-3 see related. 

Digital Iden��es – Mobile Driver’s License (mDL) 
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https://www.ftc.gov/reports/privacy-online-fair-information-practices-electronic-marketplace-federal-trade-commission-report
https://www.ftc.gov/reports/privacy-online-fair-information-practices-electronic-marketplace-federal-trade-commission-report
https://www.nist.gov/cyberframework
https://www.nist.gov/privacy-framework
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/CSRC/media/Publications/sp/800-53/rev-5/final/documents/csf-pf-to-sp800-53r5-mappings.xlsx
https://pages.nist.gov/800-63-4/
https://csrc.nist.gov/pubs/fips/201-3/final
https://www.nccoe.nist.gov/projects/digital-identities-mdl
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EU 
European Data Protec�on Board 

Guidelines 3/2019 on processing of personal data through video devices 

UK 
Surveillance Camera Code of Prac�ce 

Video surveillance (including guidance for organiza�ons using CCTV) 

Live facial recogni�on: Data Protec�on Impact Assessment 

Canada 
The Pan-Canadian Trust Framework 

ISO/IEC  
(Zip file, free license) 

27000:2018 Informa�on technology — Security techniques — Informa�on security management 
systems — Overview and vocabulary 

29100:2011 Informa�on technology — Security techniques — Privacy framework  

29100:2011/Amd 1:2018 2018 Privacy framework clarifications  

 

27560:2023 Consent record informa�on structure (fee) 

29184:2020 Online privacy notices and consent (fee) – Consent Receipt Specification (free) 
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https://edpb.europa.eu/edpb_en
https://edpb.europa.eu/sites/default/files/consultation/edpb_guidelines_201903_videosurveillance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/204775/Surveillance_Camera_Code_of_Practice_WEB.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/cctv-and-video-surveillance/guidance-on-video-surveillance-including-cctv-1-0.pdf
https://www.northants.police.uk/SysSiteAssets/media/downloads/northamptonshire/about-us/lfr/data-protection-impact-assessment-for-publication.pdf
https://diacc.ca/2016/08/11/pctf-overview/
https://standards.iso.org/ittf/PubliclyAvailableStandards/c073906_ISO_IEC_27000_2018_E.zip
https://standards.iso.org/ittf/PubliclyAvailableStandards/c073906_ISO_IEC_27000_2018_E.zip
https://standards.iso.org/ittf/PubliclyAvailableStandards/c045123_ISO_IEC_29100_2011.zip
https://standards.iso.org/ittf/PubliclyAvailableStandards/c073722_ISO_IEC%2029100_2011_Amd%201_2018%20(EN).zip
https://www.iso.org/standard/80392.html
https://www.iso.org/standard/70331.html
https://kantarainitiative.org/download/7902/
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